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Abstract—The abuse of chat services by automated programs, used by third party chat clients [8], suffer from high false
known as chat bots, poses a serious threat to Internet users. negative rates because bot makers frequently update chat

Chat bots target popular chat networks to distribute spam and bots to evade published keyword lists. The use of human
malware. In this paper, we first conduct a series of measurements :

on a large commercial chat network. Our measurements capture interactive proofs, such as C_APTCHAS [9]’_ is also.ineffemti
a total of 16 different types of chat bots ranging from simple Dbecause bot operators assist chat bots in passing the tests
to advanced. Moreover, we observe that human behavior is to log into chat rooms [4], [5]. In August 2007, Yahoo!

more complex than bot behavior. Based on the measurement jmplemented CAPTCHA to block bots from entering chat
study, we propose a classification system to accurately distinguish rooms, but bots are still able to enter chat rooms in large
chat bots from human users. The proposed classification system ' . e .
consists of two components: (1) an entropy-based classifier andnumbers. There are online petitions agalnst b‘?th AOL and
(2) a Bayesian-based classifier. The two classifiers complementYahoo! [2], requesting that the chat service providers esfir

each other in chat bot detection. The entropy-based classifier the growing bot problem. While online systems are besieged
is more accurate to detect unknown chat bots, whereas the with chat bots, no systematic investigation on chat bots has

Bayesian-based classifier is faster to detect known chat bots. ®u been conducted. The effective detection system against cha
experimental evaluation shows that the proposed classification botd is in great aemand but still missing

system is highly effective in differentiating bots from humans. . .
In the paper, we first perform a series of measurements on
a large commercial chat network, Yahoo! chat, to study the
behaviors of chat bots and humans in online chat systems. Our
measurements capture a total of 16 different types of chat bo
. INTRODUCTION The different types of chat bots use different triggeringchee
. C r]isms and text obfuscation techniques. The former det&snin
Internet chat is a popular application that enables real- C .
message timing, and the latter determines message content.

time text-based communication. Millions of people aroumel t S
. Qur measurements also reveal that human behavior is more
world use Internet chat to exchange messages and discuss a

broad range of topics online. Internet chat is also a uniq&gmplex than bot behavior, which motivates the use of egtrop

networked application, because of its human-to-humarr-intéate’ a measure of complexity, for chat bot classificaticasesi

on the measurement study, we propose a classification system

action and low bandwidth consumption [1]. However, _theéa_rg{o accurately distinguish chat bots from humans. There are
user base and open nature of Internet chat make it an 'dﬁ,\&}'

. o 0 main components in our classification system: (1) an
target for malicious exploitation. o ; p
. entropy classifier and (2) a Bayesian classifier. Based on the
The abuse of chat services by automated programs, known - : . .
. : characteristics of message time and size, the entropyifeass
aschat bots poses a serious threat to online users. Chat bots

have been found on a number of chat systems, including larﬁgasures the complexity of chat flows and then classifies

commercial chat networks, such as AOL [2]. Yahoo! [3]. ém as bots or humans. In contrast, the Bayesian classifier

[5] and MSN [6], and open chat networks, such as IRC ari15 mainly based on message content for detection. The two

Jabber. There are also reports of bots in some non-cham;ystc assifiers complement each other in chat bot detection.aVhil

. . . . e entropy classifier requires more messages for detection
with chat features, including online games, such as World ¢ Py 9 9

Warcraft [7]. Chat bots exploit these online systems to ser%]d' thus, is slower, itis more accurate to detect unknowan ch

spam, spread malware, and mount phishing attacks. bots. Moreover, the entropy classifier helps train the Biayes

lassifier. The machine learning classifier r ires less-m
So far, the efforts to combat chat bots have focused cnass e € machine fearning classimer requires 'ess-me

two different approaches: (1) keyword-based filtering a2 ( ages for detection and, thus, is faster, but cannot detest m

. X . ‘unknown bots. By combining the entropy classifier and the
human interactive praofs. The keyword-based messagesf'lteéayesian classifier, the proposed classification systeigldyh
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Il details our measurements of chat bots and humans. ®ectdther potential abuses of chat bots include spreading mejwa
IV describes our chat bot classification system. Sectio® IV-phishing, bootind, and other malicious activities.
evaluates the effectiveness of our approach to chat bot deA few countermeasures have been used to defend against the
tection. Finally, Section V concludes the paper and dississabuse of chat bots, though none of them are very effective. On
directions for our future work. the server side, CAPTCHA tests are used by Yahoo! chat in an
effort to prevent chat bots joining chat rooms. Howevers thi
defense becomes ineffective as chat bots bypass CAPTCHA
tests with human assistance. We have observed that bots
A. Chat Systems continue to join chat rooms and sometimes even become the
) ) o majority members of a chat room after the deployment of
Internet chat is a real-time communication tool that allows ApTCHA tests. Third-party chat clients filter out chat hots
on-line users to communicate via text in virtual spacededal mainly based on key words or key phrases that are known to
chat rooms or channels. There are a number of protocols tjat,,ceq by chat bots. The drawback with this approach is that

support chat [10], including IRC, Jabber/XMPP, MSN/WLM cannot capture those unknown or evasive chat bots that do
(Microsoft), OSCAR (AOL), and YCHT/YMSG (Yahoo!). The 5+ se the known key words or phrases.

users connect to a chat server via chat clients that support a
certain chat protocol, and they may browse and join many oajated Work

chat rooms featuring a variety of topics. The chat server )

relays chat messages to and from on-line users. A chat servicDewes et al. [1] conducted a systematic measurement study
with a large user base might employ multiple chat servers. @ IRC and web-chat traffic, revealing several statisticalpp
addition, there are several multi-protocol chat clientshsas ©rties of chat traffic. (1) Chat sessions tend to last for g lon
Pidgin (formerly GAIM) and Trillian, that allow a user to joi {ime, and a significant number of IRC sessions last much
different chat systems. longer than web-chat sessions. (2) Chat session inte@hrri

Although IRC has existed for a long time, it has not gainelfne follows an exponential distribution, while the dibution
mainstream popularity. This is mainly because its consolel message inter-arrival time is not exponential. (3) Inter
like interface and command-line-based operation are rait us®’ message size, all chat sessions are dominated by a large
friendly. The recent chat systems improve user experiegce Bimber of small packets. (4) Over an entire session, typical
using graphic-based interfaces, as well as adding aiteactft USer receives about 10 times as much data as he sends.
features such as avatars, emoticons, and audio-video comf{@WeVer. very active users in web-chat and automated script
nication capabilities. Our study is carried out on the Ydhod'S€d in IRC may send more data than they receive.
chat network, one of the largest and most popular commerciall eré i considerable overlap between chat and instant
chat systems. messaging (IM) systems, in terms of protocol and user base.

Yahoo! chat uses proprietary protocols, in which the chifi general, chat refers to a system that supports chat rooms
messages are transmitted in plain-text, while commanasisst °" channe(;_s, €.g. IRC, _where::ljs IM refers to a system that
and other meta data are transmitted as encoded binary gayipports direct messaging and presence, e.g., AIM. .Many
Unlike those on most IRC networks, users on the Yahodfidely used chat systems such as IRC predate the rise of
chat network cannot create chat rooms with customized:*.op”}/I systemsi O?nd. have great impact upofn the IMhsyster;
because this feature is disabled by Yahoo! to prevent abué'é‘§j protocol design. In return, some new features that make

[11]. In addition, users on Yahoo! chat are required to pas§ IM systems more user-friendly have been back-ported to

CAPTCHA word verification test in order to join a chat room?he chat systems. For example, IRC, a classic chat system,

This recently-added feature is to guard against a majorcxaoanplementS a pu_mber of IM-like features, such as prgse_mte an
of abuse—bots. file transfers, in its current versions. Some messagingcerv

providers, such as Yahoo!, offer both chat and IM accesses

to their end-user clients. With this in mind, we outline some
B. Chat Bots related work on IM systems. Liu et al. [12] explored client-
side and server-side methods for detecting and filtering IM
Ipam orspimfor short. However, their evaluation is based on
£sorpus of short email spam messages, due to the lack of data

Il. BACKGROUND AND RELATED WORK

The termbot, short for robot, refers to automated program
that is, programs that do not require a human operator.

chat bot is a program that interacts With.a chat service o) spim. In [13], Mannan et al. studied IM worms, automated
?utomate ‘6!5"3 ;or a human, €.g., creatlngr]] (I:hat logs. TH8\ware that spreads on IM systems using the IM contact list.
Irst-generation chat I_ootshwere designed to help Operatebchéveraging the spreading characteristics of IM malware Xi
rooms, or tp entertain ¢ af[ users, e.g., quiz or quotg Of3-al. [14] presented an IM malware detection and suppnessio
Howevc_ar, with the comm.ermallzatlon.of the Internet, themnaS stem based on the honeypot concept. Similarly, Trivedi
ent_erprlse of chat boFs IS now.send_mg chat spam. Chat bg{sal. [15] used honeypots to analyze network and content
deliver spam URLS via either links in chat messages or Usgfyracteristics of spim. Although not directly related twat

profile links. A single bot operator, controlling a few huedr it messaging, Jonathan et. al [16] discuss the eobl
chat bots, can distribute spam links to thousands of usersoipsocially-interactive malware

different chat rooms, making chat bots very profitable to the
bot operator who is paid per-click through affiliate progsam 2The term booting is chat-speak for causing a user to disarirem chat.



Botnets consist of a large number of slave computing assetsln August and November of 2007, we collected a total of
which are also called “bots”. However, the usage and behavin440 hours of chat logs by passively monitoring different
of bots in botnets are quite different from those of chathat rooms. The data collected includes 147 separate amt lo
bots. The bots in botnets are malicious programs designfedm 21 different chat rooms. The chat rooms were selected at
specifically to run on compromised hosts on the Internet, arehdom from the most popular topic areas, including cujture
they are used as platforms to launch a variety of illicit andealth, music, politics, religion, and romance. Since Ydho
criminal activities such as credential theft, phishingtidbuted enforces a session limit of three hours and specific rooms are
denial-of-service attacks, and other attacks. In contidst often full, we sometimes had to join a different room for the
bots are automated programs designed mainly to interabt wiame topic after being disconnected, e.g., “Politics Lobby
chat users by sending spam messages and URLs in dnatead of “Politics Lobby 3.” The chat logs are suppleménte
rooms. Although having been used by botnets as commanyl 64 hours of additional chat logs from October of 2008 on
and control mechanisms [17], IRC and other chat systeradvanced responder bots. The process of reading and lgbelin
do not play an irreplaceable role in botnets. In fact, due the chat logs required about 100 hours per month of data. To
considerable effort and progress on detecting and thvgartithe best of our knowledge, we are the first in the large scale
IRC-based botnets [18]-[20], the control architecturemofe measurement and classification of chat bots.
recent botnets, such as Zeus, Koobface, and Conficker (or
Storm), are P2P or HTTP-based [21]-[23], instead of IRC-
based. A. Log-Based Classification

Chat spam shares some similarities with email spam. Like
email spam, chat spam contains advertisements of |||ega||n order to characterize the behavior of human users and
services and counterfeit goods, and solicits human usersthgt of chat bots, we need two sets of chat logs pre-labeled
click spam URLs. Chat bots employ many text obfuscatiots bots and humans. To create such datasets, we perform log-
techniques used by email spam such as word padding d¥sged classification by reading and labeling a large number
synonym substitution. Since the detection of email spam c@hchat logs. The chat users are labeled in three categories:
be easily converted into the problem of text classificatioRUman, bot, and ambiguous. The labeled datasets are used as
many content-based filters utilize machine-learning allgors  the ground truth of this work.
for filtering email spam. Among them, Bayesian-based statis The log-based classification process is a variation of the
tical approaches [24]-[27] have achieved high accuracy amdring test. In a standard Turing test [34], the examiner
performance. Although very successful, Bayesian-basathspconverses with a test subject (a possible machine) for five
detection techniques still can be evaded by carefully edaftminutes, and then decides if the subject is a human or a
messages [28]-[30]. machine. In our classification process, the examiner observ

a long conversation between a test subject (a possible ohjat b
I1l. M EASUREMENT and one or more third parties, and then decides if the subject

In this section, we detail our measurements on Yaho® a human or a chat bot. In addition, our examiner checks
chat, one of the most popular commercial chat services. Tthe content of URLs and typically observes multiple instenc
focus of our measurements is on public messages postedtghe same chat bot, which further improve our classificatio
Yahoo! chat rooms. The logging of chat messages is availallecuracy. Moreover, given that the best practices of ctirren
on the standard Yahoo! chat client, as well as most thiréttificial intelligence (Al) [35] can rarely pass a non-résed
party chat clients. Upon entering chat, all chat users af&ring test, i.e., a Turing test that is not limited to a sfieci
shown a disclaimer from Yahoo! that other users can log thé&bject, our classification of chat bots by a human expert
messages. However, we consider the contents of the chat 18§euld be very accurate. Meanwhile, we readily acknowledge
to be sensitive, so we only present fully-anonymized gtesis that any possible biases or errors in the ground truth data ar

Our data was mainly collected between August and Novertikely to have negative effects on our analysis and evatunati
ber of 2007. In late August of 2007, Yahoo! implemented &esults.

CAPTCHA check on entering chat rooms [4], [31], creating Although a Turing test is subjective, we outline a few im-
technical problems that made their chat rooms unstable foortant criteria. The main criterion for being labeled aman
about two weeks [32], [33]. At the same time, Yahoo! imis a high proportion of specific, intelligent, and humarelik
plemented a protocol update, preventing most third-pdrat ¢ responses to other users. In general, when a user’s response
clients, used by a large proportion of Yahoo! chat usersnfrowould require more advanced intelligence than currenestat
accessing the chat rooms. In short, these upgrades madedtfahe-art Al [35], then the user is labeled as human. The
chat rooms difficult to be accessed for both chat bots aadhbiguous label is reserved for non-English, incoherent, o
humans. In mid to late September of 2007, both chat boebn-communicative users. The criteria for being classiéisd
and third-party client developers updated their prograBys. bot are as follows. The first is the lack of the intelligent
early October of 2007, chat bots were again found in Yahomdsponses required for the human label. The second is the
chat [5], possibly bypassing the CAPTCHA check with humarepetition of similar phrases either over time or from other
assistance. Due to these problems and the lack of chat botsisers (other instances of the same chat bot). The third is the
September and early October of 2007, we perform our mginesence of spam or malware URLs in messages or in the
analysis on August 2007 and November 2007 chat logs. user’s profile.



B. Statistical Analysis different groups: periodic bots, random bots, respondés, bo

replay bots, replay-responder bots, and advanced responde

In total, our measurements capture 16 different types of Chgyq “\with respect to these short-term statistics, humands a
bots. The type of a chat bot is determined by its triggering 4t pots behave differently, as shown below.
mechanisms and text obfuscation schemes. The formerselatel) Humans: Figure 1 sho’ws the probability distributions

to message timing, and the latter relates to message contgty man inter-message delay and message size. Since the
The two main types of triggering mechanisms observed in 0yt avior of humans is persistent, we only draw the proligbili
measurements are timer-based and response-based. A imglss function (PMF) curves based on the August 2007 data.
based bot sends messages based on a timer, which caf-he nrevious study on Internet chat systems [1] observed tha
periodic (i.e., fixed time intervals) or random (i.e., v@l&@ e gistribution of inter-message delay in chat systems was
time intervals). A response-based bot sends messagesdaseghayy tailed. In general our measurement result conforms to
programmed responses to specific content in messages pogigfl opservation. The body part of the PMF curve in Figure
by other users. 1 (a) (log-log scale) can be linearly fitted, indicating thiae
There are many different kinds of text obfuscation schemegstribution of human inter-message delays follows a power
The purpose of text obfuscation is to vary the content @fw, In other words, the distribution is heavy tailed. Weoals
messages and make bots more difficult to recognize or appgag that the PMF curve of human message size in Figure

more human-like. We observe four basic text obfuscation (h) can be well fitted by an exponential distribution with
methods that chat bots use to evade filtering or detection— 0.034 after excluding the initial spike.

First, chat bots introduce random characters or spacefiefo t  2) periodic Bots: A periodic bot posts messages mainly

messages, similar to some spam emails. Second, chat botsgiS@gular time intervals. The delay periods of periodicsbot
various synonym phrases to avoid listed keywords. By thigpecially those bots that use long delays, may vary by akever
method, a template with several synonyms for multiple wordgconds. The variation of delay period may be attributed to
can lead to thousands of possible messages. Third, chat Rg{§er transmission delay caused by network traffic congest
use short messages or break up long messages into multigehat server delay, or message emission delay incurred by
messages to evade message filters that work on a messageshytem overloading on the bot hosting machine. The posting
message basis. Fourth, and most interestingly, chat bpisyre of periodic messages is a simple but effective mechanism for
human phrases entered by other chat users. distributing messages, so it is not surprising that a suolista
According to our observation, the main activity of chat botgortion of chat bots use periodic timers.
is to send spam links to chat users. There are two approacheg/e display the probability distributions of inter-message
that chat bots use to distribute spam links in chat rooms. ThHelay and message size for periodic bots in Figure 2. We use
first is to post a message with a spam link directly in the- for displaying August 2007 data anc” for November
chat room. The second is to enter a spam URL in the cl@$07 data. The distributions of periodic bots are distinct
bot's user profile and then convince users to view the profiieom those of humans shown in Figure 1. The distribution
and click the link. Our logs also include some examples of inter-message delay for periodic bots clearly manifests
malware spreading via chat rooms. The behavior of malwatgre timer-triggering characteristic of periodic bots. féhare
spreading chat bots is very similar to that of spam-sendifigree clusters with high probabilities at time ranges [30-
chat bots, as both attempt to lure human users to click linksg], [100-110], and [150-170]. These clusters correspand t
Although we did not perform detailed malware analysis ofhe November 2007 periodic bots with timer values around
links posted in the chat rooms and Yahoo! applies filte#d seconds and the August periodic bots with timer values
to block links to known malicious files, we found severaaround 105 and 160 seconds, respectively. The message size
worm instances in our data. There are 12 W32.Imaut.ASMF curve of the August periodic bots shows an interesting
[36] worms appeared in the August 2007 chat logs, and B3Il shape, much like a normal distribution. After exam@nin
W32.Imaut.AS worms appeared in the November 2007 chakssage contents, we find that the bell shape may be atttibute
logs. The November 2007 worms'’ attempts to send links {6 the message composition method some August bots used.
malicious code were filtered by Yahoo!, the messages appears shown in Appendix A, some August periodic bots compose
with the links removed. However, the August 2007 wormg message using a single template. The template has several
were able to send out malicious links. Interestingly, theeee parts and each part is associated with several synonymgshras
no unambigously benign chat bots in the data. In other wordsince the length of each part is independent and identically
all of the chat bots in the data were involved in at least onfistributed, the length of whole message, i.e., the sum lof al
of the following activities: posting spam links in the chahn parts, should approximate a normal distribution. The Novem
repeatedly referring users to their profile, spamming @alit ber 2007 bots employ a similar composition method, but use
or religious messages, or attempting to spread malware. several templates of different lengths. Thus, the message s
The focus of our measurements is mainly on short terdistribution of the November 2007 periodic bots reflects the
statistics, as these statistics are most likely to be useful distribution of the lengths of the different templates, wibe
chat bot classification. The two key measurement metrics langth of each individual template approximating a normal
this study are inter-message delay and message size. Basedistribution.
these two metrics, we profile the behavior of humans and that3) Random BotsA random bot posts messages at random
of chat bots. Among chat bots, we further divide them into stime intervals. The random bots in our data used different
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random distributions, some discrete and others continuodgectly repeat messages. Thus, as their messages artedelec
to generate inter-message delays. The use of random timfeosn a database at random, the message size distribution
makes random bots appear more human-like than periodéflects the proportion of messages of different sizes in the
bots. In statistical terms, however, random bots exhibitequ database.
different inter-message delay distributions than humans. 4) Responder BotsA responder bot sends messages based
Figure 3 depicts the probability distributions of interon the content of messages in the chat room. For example, a
message delay and message size for random bots. Comparadessage ending with a question mark may trigger a responder
periodic bots, random bots have more dispersed timer valubet to send a vague response with a URL, as shown in
In addition, the August 2007 random bots have a large overl&ppendix A. The vague response, in the context, may trick
with the November 2007 random bots. The points with highuman users into believing that the responder is a human
probabilities (greater than 18) in the time range [30-90] in and further clicking the link. Moreover, the message trigug
Figure 3 (a) represent the August 2007 and November 20@iechanism makes responder bots look more like humans in
random bots that use a discrete distribution of 40, 64, and &ms of timing statistics than periodic or random bots.
seconds. The wide November 2007 cluster with medium prob-To gain more insights into responder bots, we managed to
abilities in the time range [40-130] is created by the Novembobtain a configuration file for a typical responder bot [37].
2007 random bots that use a uniform distribution between Zhere are a number of parameters for making the responder bot
and 125 seconds. The probabilities of different messagess simimic humans. The bot can be configured with a fixed typing
for the August 2007 and November 2007 random bots arae, so that responses with different lengths take differe
mainly in the size range [0-50]. Unlike periodic bots, modime to “type.” The bot can also be set to either ignore
random bots do not use template or synonym replacement, triggers while simulating typing, or rate-limit responsés
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addition, responses can be assigned with probabilitiethato  5) Replay Bots: A replay bot not only sends its own
the responder bot responds to a given trigger in a randonessages, but also repeats messages from other users&o appe
manner. more like a human user. In our experience, replayed phrases
Figure 4 shows the probability distributions of inter-negs are related to the same topic but do not appear in the same
delay and message size for responder bots. Note that only ¢hat room as the original ones. Therefore, replayed phrases
distributions of the August 2007 responder bots are showre either taken from other chat rooms on the same topic or
due to the small number of responder bots found in Noversaved previously in a database and replayed.
ber 2007. Since the message emission of responder bots i¥he use of replayed phrases in a crowded or “noisy” chat
triggered by human messages, theoretically the distohutiroom does, in fact, make replay bots look more like human
of inter-message delays of responder bots should demtastta inattentive users. The replayed phrases are sometimes
certain similarity to that of humans. Figure 4 (a) confirmaonsensical in the context of the chat, but human users tend
this hypothesis. Like Figure 1 (a), the PMF of responder bats naturally ignore such statements. When replay bots sdccee
(excluding the head part) in log-log scale exhibits a cle@r deceiving human users, these users are more likely tk clic
sign of a heavy tail. But unlike human messages, the sidatks posted by the bots or visit their profiles. Intereslyng
of responder bot messages vary in a much narrower rangplay bots sometimes replay phrases uttered by other chat
(between 1 and 160). The bell shape of the distribution foots, making them very easy to be recognized. The use of
message size less than 100 indicates that responder bogs steplay is potentially effective in thwarting detection ineds,
a similar message composition technique with periodic,botss detection tests must deal with a combination of human and
and their messages are composed as templates with multipbé phrases. By using human phrases, replay bots can easily
parts, as shown in Appendix A. defeat keyword-based message filters that filter message-by
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. TABLE |

message, as the human phrases should not be filtered out. MESSAGETO-RESPONSERATIOS

Figure 5 illustrates the probability distributions of inte ,
message delay and message size for replay bots. In terms message-to-response ratio

. ! Lo bot type response from unique users all responses|
of inter-message delay, replay bots are just a variation of periodic 0.0021 0.0024
periodic bots, which is demonstrated by the high spike in random 0.0050 0.0072
Figure 5 (a). By using human phrases, replay bots succissful replay <0.001 <0.001

imic human users in terms of message size distribution responder 0.0097 0.0131
mimic hu 9 : adv. responder| 0.0293 0.0957

The message size distribution of replay bots in Figure 5 (b)
largely resembles that of human users, and can be fitted by an
exponential distribution with\ = 0.028. basic responder bots have less than 100 rules. Although- stat

6) Replay-Responder Bot# natural next step towards sta-0f-the-art Al bots developed for research are based on more
tistically human-like bots is to integrate replay and resper technically complicated solutions [35], the advanced oesier
bots. A replay-responder bot would respond to user messafets prove very effective at deceiving human users in chat,
based on keyword triggers, like current responder bots, awdlich is shown in Section IlI-C.
would also randomly replay human messages, like currentFigure 6 illustrates the probability distributions of inte
replay bots, resulting in human-like inter-message defay amessage delay and message size for advanced responder bots.
message size statistics. To represent replay-respondsy bbhe distribution of inter-message delays for advancedoresp
we simulate them by combining replay bot messages wiglgr bots is much like that of basic responder bots. The messag
responder bot inter-message delays. In addition to messatf distribution is also similar, but with a higher propantof
statistics, how often humans are deceived (confuse bots wigrger messages. Whereas advanced responder bots are simila
real humans) by the content of replayed messages, whighbasic responder bots in message size and inter-message
is detailed in Section IlI-C, would determine how effectivélelay statistics, their more advanced configuration metkeis t
replay-responder bots are for spreading spam or malware. responses and message content more human-like.

7) Advanced Responder Bot$he developer of the first- ) ]
generation responder bot pointed us to a more advanced, néxt Conversation Analysis
generation version with a highly detailed configurationjalh  In this section, we introduce a metric that estimates how
we refer to as the advanced responder bot. The advanoéi@n humans respond to bots in chat. In addition to inter-
responder bot is designed to be more human-like by usingressage delay and message size statistics, how bots and
large set of keywords and responses. The advanced respoidenans interact in conversation is important. While our mea-
bot has a much larger number of keyword triggers thaurements and statistical analysis characterize how hlikean
earlier bots, with each keyword trigger being hand-craftedots behave in inter-message delays and message sizes, thes
The keywords and associated responses are programmed sithistics do not demonstrate how human-like bots communi-
templated components and random typos, like earlier bdis. Tcate with humans in conversation. The new metric of message-
developer of the second-generation or advanced respontlertb-response ratio attempts to measure this. It estimates ho
shared its configuration file. The configuration consistsvefro often humans respond to bots by computing a ratio between the
11,000 rules. The rules consist of a keyword and its assstiahumber of messages a bot sends and the number of response
set of responses, or a template variable and its associateessages addressed back that bot. The standard convention i
synonym phrases. By contrast, the configuration files of magtat rooms for addressing a specific user with a message is to
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Fig. 6. Distribution of advanced responder bot inter-messdgjay (a) and message size (b)

add its username before or after the message. For examplahw original dataset, August and November of 2007, achieve
address a message to “alexandee great”, a user could start a relatively high message-to-response ratio for all respsn
its message with “alex, ” or “alexander, ”; or end its messagé 1.31%, about twice that of random bots and six times that
with “@ alex” or “@ alexander”. This convention is not partof periodic bots, and 0.97% for responses from unique users,
of the Yahoo! chat protocol, but is widely used and most chamhplying that some users follow up with multiple responses.
clients support tab auto-completion of usernames in chat aBy responding to certain keywords, responder bots are able t
highlight messages addressed to a user, i.e., messages apiroximately simulate human conversation.

text that matches its username. 4) Replay Bots:The most human-like bots in statistical

Note that responses from bots to other bots are not counte¢éms are replay and responder bots. Interestingly, despit
and responses from humans to bots telling them to “shut up”igging human-like in statistical terms, replay bots are inge-
similar are also discarded. The message-to-responseés&io tent at beguiling humans with the lowest message-to-respon
approximation in that some users do not follow the conventigatios, which are<0.001%. Although one might expect that
of addressing users by their usernames, and thus, the metgislaying random human messages might be very effective
is an estimate of the “true” message-to-response ratio. Tége to the chaos of chat rooms, it proves to be quite the
message-to-response ratio results are summarized in Tablepposite. Instead, most humans see right through this trick
which lists the corresponding ratios for all responses amd fand completely ignore these bots.

responses f_rom unique users, i.e., unique respondents, Wit5) Replay-Responder Bot&he replay-responder bots are

respect to different types of bots. simulated and not observed in the wild, so it is impossible to
1) Periodic Bots: The simplest bots, periodic bots, havejetermine their message-to-response ratios. Howevertalue

very low message-to-response ratios of the different tyffestheir message content being the same as replay bots and only

bots at 0.21% and 0.24% for responses from unique users @lr timing being different, it is likely that their messatp-

all responses, respectively. This result is not from thefiqeic  response ratios would be similar to replay bots.

Fiming, but rather dugito their gener.al lack of sophistimati 6) Advanced Responder BofEhe advanced responder bots
In message composition, as seen in th_e synonym templﬁ[’%ieve a message-to-response ratio of 2.93% for responses
example _used by many periodic bots in Appen(yx _B' Iﬂ_om unique users and 9.57% for all responses. The much
general, it appears that less effort has been paid in thgjfner ratio for all responses indicates that the advanced
development than other bots. responder bots often get multiple responses from a same user
2) Random Bots:The message-to-response ratios of ramthere are several reasons for these results. First, camgers
dom bots are 0.50% for responses from unique users gRda topic-specific chat room is not equivalent to the very
0.72% for all responses, about two to three times higher thajificult non-restricted Turing test, but rather is moreelik
those of periodic bots. In most cases, random bots utilineha restricted Turing test—a much easier variation of the test,
crafted messages, as shown in the basic message example ygesluse of the room topic. It should also be emphasized that
by one of the common random bots in Appendix D. The lesgentifying bots in chat rooms is not a conventional Turing
robotic messages are better received by humans, increaisingtest as described in the literature, since users are nottexpe
response rate. examiners, and often, are not even aware that bots exist in
3) Responder BotsResponder bot is another type of adehat rooms. Second, the advanced responder bots have a much
vanced chat bot. The response triggering mechanism proleager configuration file than previous responder bots, aibou
to be very effective at fooling humans. The responder bots two orders of magnitude larger, as described in SectioBTl-



Third, the advanced responder bots make use of some harte entropy rate is upper-bounded by the entropy of the first-
coded domain knowledge related to the chat room topics. Fander probability density function or first-order entrophy.
example, for a chat room on religion, the advanced respondetependent and identically distributed (i.i.d.) procéss an
bot is programmed with rules for keywords like “evolution”entropy rate equal to its first-order entropy. A highly coexpl
or “abortion.” By doing so, the advanced responder bots goeocess has a high entropy rate, while a highly regular poce
not only able to deceive humans, but often sustain extendsak a low entropy rate.
conversations with multiple exchanges. A random processX = {X;} is defined as an indexed
sequence of random variables. To give the definition of the
entropy rate of a random process, we first define the entropy
of a sequence of random variables as:

This section describes the design of our chat bot classifica-
tion system. The two main components of our classification H (X1, ..., Xm) =
system are the entropy classifier and the Bayesian classifier — P(X1, ..., Xm) l0gP (X1, ..., Xm),
The basic structure of our chat bot classification system is Xq5esXm
shown in Figure 7. The two classifiers, entropy and Bayesighnerep(x,, ..., xy) is the joint probabilityP(X; = X, ..., Xm =
operate concurrently to process input and make classditati,_y
decisions, while the Bayesian classifier relies on the e§tro Then, from the entropy of a sequence of random variables,

classifier to build the bot corpus. The entropy classifiersusge define the conditional entropy of a random variable given
entropy and corrected conditional entropy to score chatsusg previous sequence of random variables as:

and then classifies them as chat bots or humans. The main task

of the entropy classifier is to capture new chat bots and add

them to the chat bot corpus. The human corpus can be takeitd (Xm | X1,...,Xm-1) =

from a database of clean chat logs or created by manual log- H (X1, ..., Xm) — H (X1, .-, Xm—1)-

based classification, as described in Section Ill. The Bages ] ] _
classifier uses the bot and human corpora to learn text pattek@Stly, the entropy rate of a random process is defined as:

IV. CLASSIFICATION SYSTEM

of bots and humans, and then it can quick_ly classify cha_t bots H(X) = lim H(Xm | X1, .., Xm_1)-
based on these patterns. The two classifiers are detailed as m—eo
follows. Theoretically, since the entropy rate is the conditional

entropy of a sequence of infinite length, it cannot be mealsure
N for finite samples. Thus, we estimate the entropy rate with
A. Entropy Classifier the conditional entropy of finite samples. In practice, we re

The entropy classifier makes classification decisions bagé@ce probability density functions with empirical probiap
on entropy and entropy rate measures of message sizes @@iesity functions based on the method of histograms. The
inter-message delays for chat users. If either the entropy @ata is binned inQ bins of approximately equal probability.
entropy rate is low for these characteristics, it indicatess The empirical probability density functions are deterndifgy
regular or predictable behavior of a likely chat bot. If btle the proportions of bin number sequences in the data, ie., th
entropy and entropy rate are high for these characterjsticsProportion of a sequence is the probability of that sequence
indicates the irregular or unpredictable behavior of a jpss The estimates of the entropy and conditional entropy, based
human. on empirical probability density functions, are represeras:

To use entropy measures for classification, we set a cutbfN andCE, respectively.
score for each entropy measure. If a test score is greater thaThere is a problem with the estimation @E(Xn |
or equal to the cutoff score, the chat user is classified & --Xm-1) for some values ofn. The conditional entropy
a human. If the test score is less than the cutoff score, #§&ds to zero am increases, due to limited data. If a specific
chat user is classified as a chat bot. The specific cutoff scgauence of lengtm—1 is found only once in the data, then
is an important parameter in determining the false positi¥Be extension of this sequence to lengtiwill also be found
and true positive rates of the entropy classifier. On the ofBly once. Therefore, the length sequence can be predicted
hand, if the cutoff score is too high, then too many huma¥y the lengthm—1 sequence, and the length and m—1
will be misclassified as bots. On the other hand, if the cuto¥eduences cancel out. If no sequence of lemgils repeated
score is too low, then too many chat bots will be misclassifid@ the data, thelCE(Xn | Xy, ..., Xm-1) is zero, even for i.i.d.
as humans. Due to the importance of achieving a low falBEOCESSES.
positive rate, we select the cutoff scores based on humanf© solve the problem of limited data, without fixing the
entropy scores to achieve a targeted false positive rate. 1BNgth of m, we use the corrected conditional entropy [38]
specific cutoff scores and targeted false positive rates &fPresented a€CE. The corrected conditional entropy is
described in Section IV-B. defined as:

1) Entropy MeasuresThe entropy rate, which is the aver-
age entropy per random variable, can be used as a measure .
complexity or regularity [38]-[40]. The entropy rate is ahefdl &fCE(Xm [ X, o Xm-1) =
as the conditional entropy of a sequence of infinite length. CE(Xm [ X1, Xm-1) + peroXm) - EN(Xy),
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Fig. 7. Classification System Diagram

where perdXy) is the percentage of unique sequences &f feature f is a single word or a combination of multiple
length m and EN(X;) is the entropy withm fixed at 1 or words in the message. To simplify computation, in practice i
the first-order entropy. usually assumed that all features are conditionally inddpat

The estimate of the entropy rate is the minimum of theith each other for the given category. Thus, we have
corrected conditional entropy over different valuesmofThe
minimum of the corrected conditional entropy is considered P(bot|M) =
Loage the best estimate of the entropy rate from the available P(bot) Igl P(fi|bot)

. i=1

n n :

B. Bayesian Classifier P(bot)iDlP(f.\bot)+P(humar)i£]1P( filhumar)

The Bayesian classifier uses the content of chat message$he value ofP(bot|M) may vary in different implementations
identify chat bots. Since chat messages (including emagico (see [26] for implementation details) of Bayesian clasaiitn
are text, the identification of chat bots can be perfectigditt due to differences in assumption and simplification.
into the domain of Bayesian text classification. Within the Given the abundance of available implementations of
Bayesian paradigm, the text classification problem can Bayesian classification, we directly adopt an existing &npl
formalized asf : T xC — {0, 1}, wheref is the classifierT = mentation, namely the CRM114 Descriminator [24], as our
{t1,t2,...,tn} is the texts to be classified, aGd= {c;,cy,...,ck}  Bayesian classification component. CRM114 is a powerful tex
is the set of pre-defined classes [41]. Value 1 fdti,c;) classification system that has achieved very high accuracy i
indicates that text is in classc; and value O indicates email spam identification. The default classifier of CRM114,
the opposite decision. There are many techniques that 8B (Orthogonal Sparse Bigram), is a type of Bayesian clas-
be used for text classification, such asweaBayes, support sifier. Different from common Bayesian classifiers whiclatre
vector machines, and decision trees. Among them, Bayesiadividual words as features, OSB uses word pairs as feature
classifiers have been very successful in text classificationstead. OSB first chops the whole input into multiple basic
particularly in email spam detection. Due to the similarityinits with five consecutive words in each unit. Then, it extisa
between chat spam and email spam, we choose Bayedieur word pairs from each unit to construct features, and
classification for our text classifier for detecting chatsbatle derives their probabilities. Finally, OSB applies Bayesoitem
leave study on the applicability of other types of text difess to compute the overall probability that the text belongsite o
to our future work. class or another.

Within the framework of Bayesian classification, identifyi ~ sectionExperimental Evaluation
if chat messagé is issued by a bot or human is achieved In this section, we evaluate the effectiveness of our pregos
by computing the probability of being from a bot with the classification system. Our classification tests are based on
given message content, i.8(C = bot|M). If the probability is chat logs collected from the Yahoo! chat system. We test
equal to or greater than a pre-defined threshold, then messtig two classifiers, entropy-based and Bayesian-baseihsaga

M is classified as a bot message. According to Bayes theordiiat bots from August and November datasets. The Bayesian
classifier is tested with fully-supervised training andrepy-

P(bot|M) = P(M[bot)P(bot) - classifier-based training. The accuracy of classificatiaméa-
P(M) sured in terms of false positive and false negative ratemsiga
P(M|bot)P(bot) the labeled datasets, which are used as the ground truthsof th

P(M|bot)P(bot) + P(M|humanP(human) work as described in Section IlI-A. The false positives are
those human users that are misclassified as chat bots, while
A messageM is described by its feature vectéfy, fo, ..., fy).  the false negatives are those chat bots that are miscldsagie
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TABLE Il
MESSAGECOMPOSITION OFCHAT BOT AND HUMAN DATASETS

AUG. BOTS NOV. BOTS ADV. BOTS HUMANS
periodic | random | responder| periodic | random | replay | replay-respondel adv. responde human
number of messages 25,258 | 13,998 | 6,160 10,639 | 22,820 | 8,054 6,160 4,975 342,696
T . : TABLE IV
human users. The speed of classification is mainly detgdnlne ENTROPY CLASSIFIER ACCURACY FORADVANCED BOTS
by the minimum number of messages that are required for
accurate classification. In general, a high number meams slo | ADV. BOTSd
e e . replay- adv.
classification, whereas a low number means fast classdicati responder | responder
test true pos. true pos.
i EN-imd 3% (1/30) | 0% (0/24)
C. Experimental Setup CCE-imd | 13% (4/30)| 4% 1/24
- ; C EN-ms 0% (0/30) | 8% (2/24)
The chat logs used in our experiments are mainly in four CCEms | 0% (0/30) | 91% (22124)
datasets: (1) human chat logs from August 2007, (2) bot chat OVERALL | 13% (4/30) | 91% (22/24)

logs from August 2007, (3) bot chat logs from November
2007, and (4) bot chat logs from October 2008. In total, these

chat logs contain 342,696 human messages and 92,049 bc{c) Entropy Classifier:The detection results of the entropy

messages. In our experiments, we use the f|rs_t_ha|f of eac(f‘t:]\ssifier are listed in Tables Il and IV, which include the
chat log, human and bot, for training our classifiers and the

: i - résults of the entropy testE(N) and corrected conditional
second half for testing our classifiers. The compositiorhef tentro testCCE) for inter-message delajnfd), and message
chat logs for the four datasets is listed in Table II. Py 9 ' 9

The entr lassifier onlv reauir human trainin stize (ng. For each type of bot, we first present tA&-imd
€ entropy classifier only requires a human training S&y, e e jmd results and then tHEN-ms andCCE-ms results.
We use the human training set to determine the cutoff scor

i e . The overall results for all entropy-based tests are shown in
\tzzltCZa?r:eIgﬁzdabguaznegtrr%%{ Cﬁf;':'aerr (ta(t) g?;édeovgzsz]?rt?ae final row of the table. The true positives (shown as true
P ' 9 P sitives over the total number of bots) are the bot samples

IS sret at rO.Ol't T? aCh're\)/(?mth;SI fa:ﬁe gotsmv? rarl]tt?l’ th? ﬁ urtn orrectly classified as bots. The false positives (showralse f
scores are set al approximate€ly the 1st percentiie ot NUMahs. oo over the total number of humans) are the human

training set scores. Then, samples that score higher thean gmples mistakenly classified as bots

cutoff are classified as humans, while samples that scorerlow iodic Bots As the simplest f bot iodic bot
than the cutoff are classified as bots. The entropy classifierPerlo Ic Bots AS € Simplest group ot Dots, periodic bots
the easiest to detect. They use different fixed timers and

uses two entropy tests: entropy and corrected conditiorf4f ted| ‘ t lar int ls. Therdfuie
entropy. The entropy test estimates first-order entropy,tha repeatedly post messages at reguiar intervais. her ’
corrected conditional entropy estimates higher-orderopgt inter-message delays are concentrated in a narrower range

-, . than those of humans, resulting in lower entropy than that
or entropy rate. The corrected conditional entropy testasem L . 0
precise with coarse-grain bins, whereas the entropy tesbie of humans. TheEN-imd and CCEimd tests detect 100%

G ; ; f all periodic bots in both August and November datasets.
accurate with fine-grains bins [40]. Therefore, we @e- 5 0
for the corrected conditional entropy test aQd= 256 withm The EN-ms_ an_dCCE-ms tests _detect 6% aomd 63% ofothe
fixed at 1 for the entropy test. August periodic pots_,, respectively, _and 90% anq 100% of
We run classification tests for each bot type using tﬁ etN?vemb;er penozm b?ts’ resptlalctlvely. Iheszafsrlllglul\ly/elr ith
entropy classifier and the Bayesian classifier. The Bayesi frection rates are due fo a smafl proportion of humans wi
classifier is tested based on the fully-supervised traiming low entropy scores that overlap with some periodic botss&he

the entropy-based training. In the fully-supervised fragn humans post mainly short messages, resulting in message siz

the Bayesian classifier is trained with manually Iabeledat,dafj'SmbmIOnS with low entropy.

as described in Section Ill. In the entropy-based training, Random Bots The random bots use random timers with
the Bayesian classifier is trained with data labeled by ttifferent distributions. Some random bots use discretengs)
entropy classifier. For each evaluation, the entropy diassi €-9-» 40, 64, or 88 seconds, while the others use continuous

uses samples of 100 messages and the Bayesian classifier {&Wags, €.g., uniformly distributed delays between 45 488

samples of 25 messages, except where noted otherwise. S€conds.
The EN-imd andCCE-imd tests detect 100% of all random

) bots, with one exception: tHeCE-imd test against the August

D. Experimental Results random bots only achieves 72% detection rate, which is cause

We now present the detection results for the entropy cldsy the following two conditions: (1) the range of message
sifier and the Bayesian classifier. The classification tests adelays of random bots is close to that of humans; (2) some-
corresponding results are organized by chat bot type, amd imes the randomly-generated delay sequences have similar
ordered by increasing detection difficulty—periodic, ramgjo entropy rate to human patterns. TE&-ms andCCE-ms tests
responder, replay, advanced responder, and replay-réspondetect 10% and 11% of August random bots, respectively,
After the bot-related results, the human results are pteden and 31% and 5% of November random bots, respectively.
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TABLE Il
ENTROPY CLASSIFIER ACCURACY

AUG. BOTS NOV. BOTS HUMANS
periodic random responder periodic random replay human
test true pos. true pos. true pos. true pos. true pos. true pos. false pos.

EN-md | 100% (121/121)] 100% (68/68)| 3% (1/30) | 100% (51/51)| 100% (109/109)| 100% (40/40)| <1% (7/1713)
CCEimd | 100% (1217121)| 72% (49768) | 13% (4/30) | 100% (51/51)| 100% (109/109)| 100% (40/40)| <1% (11/1713)
EN-ms 76% (92/121) | 10% (7/68) | 26% (8/30) | 90% (46/51) | 31% (347109) | 0% (0/40) | <i% (7/1713)
CCEms | 63% (77/121) | 11% (8/68) | 100% (30/30)| 100% (51/51)| 5% (6/109) 0% (0/40) | <1% (11/1713)
OVERALL | 100% (121/121)| 100% (68/68)| 100% (30730)| 100% (51/51)| 100% (1097109)| 100% (40/40)| <1% (L7/1713)

TABLE V
BAYESIAN CLASSIFIERACCURACY
AUG. BOTS NOV. BOTS HUMANS
periodic random responder periodic random replay human

test true pos. true pos. true pos. true pos. true pos. true pos. false pos.
SupBC 100% (121/121)| 100% (68/68)| 100% (30/30)| 27% (14/51) | 95% (104/109) 2% (1/40) 0% (0/1713)
SupBCretrained| 100% (121/121)| 100% (68/68)| 100% (30/30) | 100% (51/51)| 100% (109/109)| 100% (40/40)| 0% (0/1713)
EntBC 100% (121/121)| 100% (68/68)| 100% (30/30)| 100% (51/51)| 100% (109/109)| 100% (40/40)| <1% (1/1713)

. : : TABLE VI
These low detection rates are again due to a small proportion  gavesian CLASSIFIER ACCURACY FORADVANCED BOTS

of humans with low message size entropy scores. However,

unlike periodic bots, the message size distribution of oamd : ADV. BOTS 5
. . . . replay- adv.
bots is highly dlspersed, and thus, a Iarggr proportion 'of responder responder
random bots have high entropy scores, which overlap with test frue pos. frue pos.
those of humans. SupBC 3% (1/30) 0% (0/24)
Responder Bots The responder bots are among the ad- SupBCretrained | 100% (30/30)] 100% (24/24)
X EntBC- 25 msgs. | 83% (25/30) | 100% (24/24)
vance_d bpts, and they behgve more like humans than random ENtBC- 50 msgs. | 93% (28/30) | 100% (247124)
or periodic bots. They are triggered to post messages bgicert EntBC- 75 msgs. | 96% (29/30) | 100% (24/24)
human phrases. As a result, their timings are quite simiar t EntBC- 100 msgs.| 100% (30/30) | 100% (24/24)

those of humans. o

The EN-imd andCCE-imd tests detect very few respondePOth detect 0% of replay-responder bots. The timing of sepla
bots, only 3% and 13%, respectively. This demonstrates tfi§BPonder bots is also human-like, inherited from responde
human-message-triggered responding is a simple yet v&gfS. The detection rate of tHeN-imd test is only 3% and
effective mechanism for imitating the timing of human inthat of the inter-message del@CE-imd test is 13%.
teractions. However, the detection rate for taN-ms test is ~ Advanced Responder BotsThe advanced responder bots,
slightly better at 26%, and the detection rate for @@E-ms as discussed in Section 111-B7, are a highly customizedioers
test reaches 100%. While the message size distribution R4sregular responder bots and are especially effective at
sufficiently high entropy to frequently evade tE&-ms tests, ©ngaging and interacting with human users in chat, as shown
there is some dependence between Subsequent message g]k@g,ction I11-C6. The advanced responder bot, like its dasi
and thus, theCCE-ms detects the low entropy pattern overersion, is insusceptible to those tests based on intesages
time. delay. The detection rates of tfeN-imd andCCE-imd tests

Replay Bots The replay bots also belong to the advancede 0% and 4%, respectively. Also like the basic version, the
and human-like bots. They use replay attacks to fool huma@élvanced responder bots is sensitive to the tests based on
More specifically, the bots replay phrases they observetiah cmessage size, with the detection rate of thi-ms test at
rooms. Although not sophisticated in terms of implementati 8% and that of the€CE-ms test at 91%.
the replay bots are quite effective in deceiving humans ds we Humans: A few humans fall under the cutoffs for the
as frustrating our message-size-based detectionsEMwens EN and CCE tests, resulting in false positives, i.e., humans
and CCE-ms tests both have detection rates of 0%. Despiteisclassified as bots. These misclassified humans also do not
their clever trick, the timing of replay bots is periodic andiave clearly repeated patterns in the timing or size of their
easily detected. Th&N-imd and CCE-imd tests are very messages. However, their variations are not as high as those
successful at detecting replay bots, both with 100% detectiof correctly classified humans, resulting in low entropies f
accuracy. size and inter-message delay.

Replay-Responder Bots The replay-responder bot is a 2) Supervised and Hybrid Bayesian Classifiefehe de-
simulated hybrid of the two advanced bot types: replay aneéction results of the Bayesian classifier are listed in gabl
responder bots. By integrating replay bot message size withand VI. Here the fully-supervised Bayesian classifier and
responder bot timing, these bots are effective in capturimgtropy-trained Bayesian classifier, both trained on thgust
human-like timing and message-size statistics. The replayaining datasets, are representedapBCandEntBC respec-
responder bots share the replay bots’ effectiveness iratiefe tively; while the fully-supervised Bayesian classifierimed
message-size-based detection: Eld-ms andCCE-ms tests on August and November training datasets is represented as
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SupBCretrained ing.

Periodic Bots For the August dataset, both t8eipBCand Advanced Responder BotsAlthough these bots are more
EntBC classifiers detect 100% of all periodic bots. For thadvanced than regular responder bots, it is not more difficul
November dataset, however, tBepBCclassifier only detects to detect them through entropy or Bayesian classificatitwe. T
27% of all periodic bots. The lower detection rate is due ® tHEntBC classifier detects all the advanced responder bots. The
fact that 62% of the periodic bot messages in November ct&upBCand SupBCretrainedtlassifiers both fails to detect the
logs are generated by new bots, making $wpBCclassifier advanced responder bots, due to being only trained on August
ineffective without re-training. Th&upBCretrainectlassifier and November 2007 datasets. However, after being trained on
detects 100% of November periodic bots. HwtBCclassifier the October 2008 training sebupBCretraineddetects 100%
also achieves 100% for the November dataset. of the advanced responder bots.

Random Bots For the August dataset, both tBeipBCand Humans: The SupBCand SupBCretrainedclassifiers cor-
EntBCclassifiers detect all the random bots. For the Novembeactly identify all of the humans in the dataset. Interegiin
dataset, th&SupBCclassifier detects 95% of the random bot€ntBC is more accurate than the original entropy classifier,
and theSupBCretrainedlassifier detects 100% of the randononly having one false positive. Note that the wrongly-dféess
bots. While 52% of the random bots have been upgradbdman messages by the entropy classifier are only a few and
according to our observation, the old training set is stifisthy are basically random human phrases with no obvious content
effective. This is because certain content features of Atgypatterns. Because such random phrases are not likely to be
random bots still appear in November. TE@tBC classifier repeated, even less humans are misclassifie iyBC than
again achieves 100% detection accuracy for the NovemliBe entropy classifier.
dataset.

Responder Bots We only present the detection results of V. CONCLUSION AND FUTURE WORK
the responder bots in the August dataset, as the number ofhis paper first presents a large-scale measurement study
the responder bots in the November dataset is very smalh Internet chat. We collected two-month chat logs for 21
Although responder bots effectively mimic human timinggith different chat rooms from one of the top Internet chat servic
message contents are only slightly obfuscated and can greviders. From the chat logs, we identified a total of 16
easily detected. Th8upBCand EntBC classifiers both detect different types of chat bots and grouped them into six cate-
all the responder bots. gories: periodic bots, random bots, responder bots, rdyts;

Replay Bots The replay bots only exist in the Novemberreplay-responder bots, and advanced responder bots. dthrou
dataset. ThesupBCclassifier detects only 2% of the replaystatistical analysis on inter-message delay and message si
bots, as these bots are newly introduced in November. Hofer both chat bots and humans, we found that chat bots
ever, theSupBCretrainectlassifier detects 100% of the replaybehave very differently from human users. More specifically
bots. The Bayesian classifier reliably detects the replag behat bots exhibit certain regularities in either inter-szege
in the presence of a substantial number of replayed humdelay or message size. Although responder bots and replay
phrases, indicating the effectiveness of Bayesian tedlesiq bots employ advanced technigues to behave more human-like
in chat bot classification. in some aspects, they still lack the overall sophisticatibn

Replay-Responder Bots The SupBCresults for replay- humans.
responder bots are only 3%, similar to those for basic replayBased on the measurement study, we further proposed a chat
bots. TheSupBCretrainedclassifier again detects 100% ofbot classification system, which utilizes entropy-based an
replay-responder bots after being trained on their messdmyesian-based classifiers to accurately detect chat Bos.
content. Whereas overall entropy is only able to detect 138ftropy-based classifier exploits the low entropy charestie
of replay-responder botgntBCis able to detect 83% with 25 of chat bots in either inter-message delay or message size,
messages and up to 100% when B BC classifier uses 100 while the Bayesian-based classifier leverages the message ¢
messages for its decisions. Interestingly, these redudis that tent difference between humans and chat bots. The entropy-
a classifier with both low true positive and false positiveesa based classifier is able to detect unknown bots, including
can still be useful for training another classifier and thaited human-like bots such as responder and replay bots. However,
classifier can be highly accurate, i.e., high true positivélaw it takes a relatively long time for detection, i.e., a largeniber
false positive rates. The content features of replay-med@o of messages are required. Compared to the entropy-based cla
bots are learned, resulting in both higher true positive amdfier, the Bayesian-based classifier is much faster, i emall
lower false positive rates fdEntBCthan the entropy classifiersnumber of messages are required. In addition to bot detectio
achieved. The correctly-labeled replay-responder bosamw=ss a major task of the entropy-based classifier is to build and
used byEntBC for training contain distinct content patternsmaintain the bot corpus. With the help of bot corpus, the
The wrongly-labeled human messages usedBmBC for Bayesian-based classifier is trained, and consequentylés
training are unique, random human phrases with no apparamtdetect chat bots quickly and accurately. Our experintenta
pattern, their only common feature being low entropy intinteresults demonstrate that the hybrid classification system i
message delay or message size statistics. ThusEthBC fast in detecting known bots and is accurate in identifying
classifier effectively learns to recognize the repeatetepat previously-unknown bots.
in the replay-responder bot messages, while the occasionalrhere are a number of possible areas for future work. In
wrongly-labeled human message has little affect on the-traparticular, practical deployment would raise several tiops.
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While our current system was trained on data collected over Padding Example
half a month, the same volume of data could be collected ji§ the following example, the bot adds random characters to
only a few hours system wide. With a large volume of dat"ﬁnessages.
the system could be retrained quite often and old trainirig da
would need to be aged out. Although aging methods used ff; - anyone boredjn wanna chat 2ukl css
spam filtering such as microgrooming [24] and exponentigl; -
aging [42] are applicable for this study, further researsh jo. i yafxgss
needed to determine the best approach. bot: nel heregbored?figss

We also plan to investigate more advanced chat bots. fji: ne guysmwanna chat? ciuneed sonel to make
example, multiple bots could collude to forge real conversgegsnil e : -) pkt pss
tions or could perform relay attacks [43] to exploit vulrigea
human users. We believe that continued work in this area will
reveal other important characteristics of bots and aute(hatD

programs, which could be useful in malware detection and Hand-Crafted Example
prevention. In the following example, the bot uses verbatim hand-cdafte

messages from a small database, i.e., no templates.

any guystfrom the US/ Canada hereiqjss

APPENDIX bot: pm e guys, |’ m bored.
bot: guys? PM ME!
Note that in the examples that follow, the messages woul@t: what are you guys doi ng, soneone nake

be spread out over several minutes and interleaved withis girl snile!
messages from other users. bot: hell oooo people! someone chat with me I'm

so bored
bot: what’'s everyone up to?

A. Response Example

In the following example, the bot responds to keywords using ACKNOWLEDGMENTS
a template with three parts to post its response messages a

nI"]he authors would like to thank the anonymous reviewers
links: [username], [link description phrase]; [link] 4

for their detailed and insightful comments. This work was

partially supported by NSF grant 0901537 and ONR grant
bot: userl, that’s a damn good questi on. N00014-09-1-0746.

bot: userl, To know nore about Seventh-day
Adventist; visit http://ww.sda.org
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